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Measuring network interference globally
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domains as possible

Policies and mechanisms can vary drastically from across networks
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In-country 
participants

In-country servers

In-country VPNs

Global measurements rely on participating end-hosts

Small populations

Highly oppressive 
regimes

Low Internet 
penetrations

Poor Internet 
infrastructure

No global 
measurements

IPv6
Difficult to measure:
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Measuring Interference with Non-responsive Targets

Mint sends measurements to non-responsive IP addresses

Broad Almost every network has non-responsive hosts; esp. IPv6

Deep Higher rates don't affect end-hosts



Mint

First global, active measurement of HTTP(S) network  
interference without endhosts

First network interference measurement over IPv6 at scale

7

Measuring Interference with Non-responsive Targets



Nourin et al. 
WWW'23

Phong et al. 
USENIX'24

builds off of two previous studiesMint

IPv4 Only
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measures IPv4 and IPv6 globallyMint

IPv4 Only

Both IPv4 & IPv6
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Measures interference by probing 
non-responsive targets
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1 Bidirectional interference

Agnostic to client/server
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STOP

1 Bidirectional interference

IPv4 HTTP HTTPS

IPv4 addrs 16% 5.4%

/24s 5.8% 3.7%

Countries 100% 100%

Every country has some 
bidirectional tampering

12

How does             work?Mint



1 Bidirectional interference

TCP-noncompliant middleboxes2
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1 Bidirectional interference

TCP-noncompliant middleboxes2

TCP 3-way handshake

Sensitive request

Requires no packets from  
hosts within countries of study

HTTP HTTPS

IPv4 /24s 8.6% 8.4%

IPv6 /48s 33% 33%
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1 Bidirectional interference

TCP-noncompliant middleboxes2

Non-responsive IP addresses3

Reduces ethical concerns

Applicable in more networks
HTTP HTTPS

IPv4 91% 90%

IPv6 100% 100% Can test millions of domains
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Protocols
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IPv6

Active /48s 
from NTP

ZMap 
TCP SYN Scan

Nonresponsive 
IPs

ZMap 
Packet 

Sequence Scan
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Where does             work?
Fraction of /48s Triggered over Total Prefixes Probed

Mint
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Mint triggers 6,348 more ASes than Censored Planet
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How does             compare to previous tools?Mint

0 2000 4000 6000 8000

Mint

Censored Planet

Shared

Number of ASes Triggered over HTTP IPv4

6,871

853

523

HTTP IPv4



OONI triggers 931 more ASes than Mint
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How does             compare to previous tools?Mint

0 200 400 600 800 1000

Mint

OONI

Shared

Number of ASes Triggered over HTTP IPv6

138

1,069

383

HTTP IPv6
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Broad Deep

Able to measure many 
networks in each country

Able to test many 
domains rapidly

Mint

Mint enables studies that were not previously possible



How centralized are interference mechanisms? 

Centralized
Expect them to interfere with 
the same packet sequences

Decentralized
Expect interference with a wide 
diversity of packet sequences
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How centralized are interference policies? 

Centralized
Expect them to interfere with 

the same domains

Decentralized
Expect interference with a wide 

diversity of domains

HTTP IPv4
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United States



Other results in the paper

HTTP, HTTPS, 
IPv4, IPv6

Results for all combinations of 
protocols

Bidirectional  
Interference

Countries and networks that exhibit  
bidirectional network interference

IPv6 Residual 
Censorship

Identifying and circumventing IPv6 
residual censorship in China

Case Studies Case studies on ASes that deploy IPv4  
and IPv6 censorship differently
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Is Nobody There? Good! Globally Measuring Connection 
Tampering without Responsive Endhosts

censorship.aiWebsite

Mint globally measures network 
interference without endhosts 

Mint is the first tool to measure  
IPv6 network interference at scale

Mint lets us explore new  
questions about network interference,  

like quantifying levels of centralization

IPv4 Only

Both IPv4 & IPv6

Mint


