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Censorship Measurement

We seek to build a new censorship measurement system

‣ Can longitudinally test millions of domains 

‣ Without needing vantage points or endpoint participation 

‣ Meant to complement NOT replace existing efforts —  
    give insight into hard-to-reach networks or networks not  
    reachable at all 
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‣ but can hit more endpoints in other networks too 

‣ Why does this matter? Censorship is not uniformly distributed  

‣ over IP addresses! 
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Negative Results
Preliminary Results

We were not able to trigger bidirectional censorship in:

Equatorial Guinea

Kyrgyzstan

Burundi

Myanmar
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Detecting Network Interference  
Without Endpoint Participation

Client Censor Non-Responsive IP
SYN

PSH+ACKCensored Request

TCP 3-Way 
Handshake

Triggering HTTP/HTTPS Censorship 
Without Endpoint Participation

RST
Censorship

censorship.aiWebsite

Can measure censorship in  
hard-to-reach networks and hit more  

endpoints in reachable networks

Limitation — not all ASNs and prefixes 
in censored countries meets requirements

Open Question — What challenges  
are we overlooking when implementing  

this system at a global scale?


